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Managing the 
Mobile/Remote Client

Three different scenarios, three distinct problems:

� You’re an insurer dependent on a network of fi eld agents to serve your 
policyholders and generate revenues. How do you know their desktop and 
laptop computers are secure?

� You’re a management consultant about to present your client with a new for-
mula for success when your laptop’s screen goes blank. Whom do you call?

� You’re a hospital IT manager in charge of electronic patient records that 
must be shared with doctors, nurses, labs, pharmacies and insurers in vari-
ous locations and still kept private to comply with federal law. How do you 
balance these confl icting demands?

Though taken from widely different industries, these scenarios highlight a 
common issue--that companies have little control over business-critical com-
puting assets and data located outside the four walls of their headquarters.

For all the improvements in power and performance, desktops and laptops remain 
a major headache for IT departments as well as users. A wide variety of fac-
tors—including patches, upgrades, security holes, malware threats, application 
confl icts, disk crashes, license issues and legal requirements—sap IT resources, 
frustrate end users, erode productivity and raise operating overhead.

The problem only grows worse as businesses become more distributed. 
Salespeople, fi eld service technicians and consultants must spend more time 
face-to-face with customers, partners and suppliers. More companies are 
going “virtual”, reducing costs by letting people work from home. Growth often 
expands a company’s geographic footprint and pushes desktops and laptops 
farther from central IT support and control.

White
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At the same time, the information that resides on desktops and laptops is 
increasingly business-critical and may be highly sensitive. Such data can crip-
ple operations if lost and subject the company to legal risk if not kept private. 
This combination of factors—maintenance requirements, geographic sprawl 
and increasing importance to the business—sets the stage for a crisis in desk-
top and laptop management. How can companies reassert control over these 
vital assets?

This white paper, commissioned by Everdream Corp., begins with a closer look 
at the management issues that plague remote desktop and laptop comput-
ers in three industries: insurance, business consulting and health care. These 
industries present a range of challenges and customer requirements, and so 
illustrate the variety of settings where Everdream’s on-demand software-as-a-
service (SaaS) model can provide value. 

The paper then provides a high-level overview of Everdream’s specifi c 
offerings for managing remote desktop and laptop computers today, and 
additional client devices over time. It explains Everdream’s value proposi-
tion to customers and its related value proposition to potential partners. 
The paper concludes with Summit Strategies’ views on the growing impor-
tance of SaaS (a concept we have championed for several years) and 
Everdream’s role in delivering a leading-edge capability that can transform 
remote computers from support sinkholes and security liabilities into well-
managed strategic assets.

Section 1 The High Cost of Poor Desktop/Laptop Management

Very few companies or industries are exempt from the problems of poor control 
and visibility over their distributed desktop and laptop PCs. To better under-
stand what’s at stake, let’s look more closely at how these issues can affect 
three specifi c industries. 

Insurance

Many insurers rely on networks of independent agents, often numbering in 
the hundreds or thousands. Agents are typically based in regional and local 
offi ces that range in size from a handful of agents to several dozen, but 
they spend considerable time in the fi eld, meeting with claimants, inspect-
ing damaged cars, homes and buildings, and the like. The core of their 
work—gathering data, evaluating claims, negotiating settlements, printing 
checks—is done on desktops and laptops. If these machines don’t work, 
business slows or comes to a halt. Payments are delayed, revenues suffer 
and customers are upset.

If a computer problem occurs while agents are in the fi eld, there is no IT 
support nearby. Agents may be able to call a help desk, but will likely have 
to describe the problem themselves, hope they have described it accu-
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rately, and then hope the support person can walk them through a repair 
or work-around. If not, agents are out of action until they can return to 
the offi ce. But the smaller the offi ce, the less likely it will have IT support 
on-site. In that case, agents will have to attempt the repair themselves, at 
some cost in time and productivity, or call on a professional and make do 
while the machine is repaired.

Meanwhile, the insurer provides fi eld agents with a variety of tools and 
applications and regularly mails out CDs containing the latest upgrades 
and patches. But the company has no way to know if the agents have 
installed them or to verify that agents are complying with security policies. 
Given their workloads, it is unlikely that everyone will keep their machines 
up to date.

The insurer may choose to provide help desk support, but this is only 
a partial solution. It provides no proactive control over remote workers’ 
desktops and laptops. It doesn’t even give the support engineer any vis-
ibility into these machines. Each trouble ticket is still based on whatever 
information the engineer can glean from the caller, accurate or not. The 
caller may not remember (or care to admit) doing something that made 
the laptop unstable. And even the most cooperative and computer-liter-
ate caller cannot be expected to know registry details or the machine’s 
patch status. Wouldn’t it be easier if the help desk could see everything 
installed on the machine, or—better yet—if the user had been blocked 
from installing the unauthorized program?

Business Consulting

Consultants aren’t paid to sit in their offi ces but rather to work directly with 
clients and prospects. Their jobs are inherently remote, far from central IT 
support. They are probably capable of fi xing many hardware and software 
issues themselves, but clearly that is not the highest and best use of their 
time. Beyond the impact on their time and productivity, laptop problems 
pose several other risks: 

� Security. Consultants’ machines may hold large amounts of sensi-
tive client data. What happens when a hard disk crashes, or if a 
machine is lost or stolen? Many, perhaps most, remote workers 
do not back up their data as often as company policies stipulate. 
Worse, the data often is not encrypted and so is open to whoever 
steals or finds the machine. Both the consulting firm and the cus-
tomer risk exposing critical business secrets. The consulting firm 
may be legally liable as well.

� Compliance. Companies face an increasing array of legal requirements 
and complex software licensing terms, but most have no accurate or com-
prehensive way to determine whether they are in compliance or not. 



Managing the Mobile/Remote Client |  Page 4
©2006 Summit Strategies, Inc. Unauthorized use or sharing of this document is strictly forbidden.

� Costs. Repairing a remote laptop can entail signifi cant costs in mul-
tiple areas, including business disruption and lost productivity, overtime 
for help desk personnel, overnight shipping for machines that must be 
repaired at the home offi ce, and even travel costs if an IT person must 
visit a remote offi ce.

� Image. How does it look to a customer or prospect if a consultant’s PC 
crashes just before a critical presentation, causing the meeting to be 
postponed? On the fl ip side, how better for consultants to demonstrate 
leadership than by using on-demand SaaS solutions themselves.

Health Care

More than most, the health care industry depends on accurate infor-
mation and effective communication. Doctors, nurses, hospitals, 
laboratories and pharmacies all generate large volumes of informa-
tion that increasingly is gathered and shared via desktop, laptop and 
tablet PCs. When computer issues interrupt information fl ow, the con-
sequences can range from minor to extreme—from billing mistakes to 
less than optimal treatment.

Health care practitioners face crushing workloads and have neither the 
time nor the expertise to solve computer problems. At the same time, 
the hospital’s IT manager probably doesn’t even know how many PCs 
he owns, let alone where they are located, how they are confi gured, or 
whether they are adequately protected from viruses, spyware and hack-
ers. He may have issued a list of authorized programs, but he probably 
doesn’t know which ones are actually installed. And he has little control 
over “rogue” software. 

Stiff penalties are becoming more commonplace as the software indus-
try becomes more aggressive about policing license compliance. In one 
recent case, a Minnesota company paid a fi ne of $103,500 after an audit 
by the Business Software Alliance found unlicensed copies of Adobe, 
Autodesk, Bentley, McAfee and Microsoft programs on its offi ce comput-
ers. In another case, a Nebraska consulting fi rm paid the BSA $105,000 
after a self-audit found unlicensed copies of Adobe, Microsoft and Syman-
tec programs on its computers. 

In addition, health care providers face growing responsibilities under the 
Health Insurance Portability and Accountability Act (HIPAA), which regu-
lates how they maintain and share patient information and imposes specifi c 
recordkeeping and reporting requirements.

These examples barely scratch the surface, but they illustrate the range of 
desktop and laptop issues that companies face—including security, license 
and regulatory compliance, higher costs, loss of productivity, poor customer 
service, harm to corporate image and credibility, and more.
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These issues have spawned a variety of point solutions, including antivirus and 
anti-spyware programs, encryption tools, backup programs and the like. 

Typically, however, these solutions must be purchased separately and man-
aged individually, which can be time consuming, ineffi cient and costly. Systems 
management frameworks can help manage desktops and laptops, but they 
aren’t designed for that purpose and can be costly and complex. For example, 
the administrator’s guide for Microsoft’s Systems Management Server sug-
gests a team of at least two full-time dedicated people to manage a deployment 
of 1,000 clients. 

Furthermore, point solutions provide no simple way for the IT manager to 
create a comprehensive, integrated view of desktop and laptop assets and 
their status with respect to the various threats and requirements they face. 
Point solutions also can expose the company to risk if data traversing the Inter-
net is not encrypted. The use of virtual private networks can help address this 
problem, but VPNs take a toll on performance because of the computing power 
required for encryption and decryption. 

In short, management of remote desktops and laptops is a complex prob-
lem that can impose high support costs, impair worker productivity and 
business performance, and expose the company to competitive and legal 
risks. The problems only become worse as hardware and software become 
more complex and move farther from the main offi ce. Even so, most com-
panies treat desktop and laptop management as an unpleasant chore, and 
their desktops and laptops themselves as vulnerabilities. What if they could 
instead use a management solution to turn desktops and laptops into a 
source of strategic advantage?

Section 2 Everdream’s SaaS Solution

Six-year-old Everdream is a pioneer of the SaaS model. Its software was built 
from the ground up to be hosted in a data center and delivered to custom-
ers on-demand, over the Internet, on a monthly subscription basis. Customers 
need no additional hardware or IT personnel to operate it, and avoid the hefty, 
up-front fees of perpetual software licenses. 

Everdream’s multi-tenant architecture, in which customers share server 
resources and a common instance of the software, provides the scalability 
and performance required by such Everdream customers as ADP, Brocade 
Communications, Korean Airlines, Midas, FedEx, salesforce.com, Sonic 
Automotive, Sylvan Learning Centers, and Böwie Bell + Howell. Overall, 
Everdream has 250 customers and manages more than 140,000 desktops 
and laptops worldwide. 

With Everdream’s services, a company can control its desktops and laptops 
wherever they are located. An insurance company IT administrator, for exam-
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ple, can access the Everdream Control Center via the Internet to view details 
about each asset, and can package and distribute software updates to any 
machine or group of machines (see Figures 1 and 2). He can restore set-
tings that a user may have altered—either deliberately or by accident—to 
bring the machine back into compliance with company policies. If a laptop 
is lost or stolen from a hospital, the administrator can use Everdream to 
remotely “wipe” or remove sensitive data as soon as the machine comes 
back online. Through a partnership with Iron Mountain, Everdream also can 
provide automatic backup capability over the Internet to protect and restore 
valuable data.

Everdream provides this control by placing a small “agent” on each desktop or 
laptop to be managed (see Figure 3). The agent software monitors the device 
and reports its fi ndings back to the Everdream Management Platform, over 
any network connection (LAN or WAN, wired or wireless), protected with SSL 
encryption. The software allows customers to create periodic scorecards that 
show performance and key statistics for the reporting period. 

Figure 1 The Everdream Control Center (ECC)

The ECC is a Web console that aggregates detailed information about 
the customer’s desktops and laptops. The pop-up window illustrates one 
of many user-definable views of asset data. 

Source: Everdream Corp.
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Everdream organizes its offerings into two service suites: one focused on soft-
ware licensing and regulatory compliance, the other on business uptime (see 
Figure 4).

The Compliance Services Suite provides greater visibility into hardware 
and software assets, tracks software license usage, and helps ensure regula-
tory compliance. Because it is Internet based, the services suite covers the 
entire enterprise, regardless of where client machines are located. It collates 
license and usage information as well as all moves, adds and changes to 
ensure compliance with corporate policies, vendor agreements and govern-
ment regulations such as HIPAA, Sarbanes-Oxley and Gramm-Leach-Bliley. 
Each authorized user can customize the dashboard for specifi c job tasks and 
preferences so he can log on and instantly see the status of all desktops and 
laptops for which he is responsible.

Figure 2 Detailed Asset Information

Everdream provides detailed visibility of desktop and laptop assets, 
including unauthorized software—in this example, Insight 
Management Agent and iTunes.

Source: Everdream Corp.

(510) 555-1234

1.3.1 (Feb 08, 2006 11:05 AM)

1.3.1

CNU5121K7B

English - United States

Profe

Wind

HP C

Hewl

Daily

Onlin

Lapto

1100

System Info

Asset Details

dan@evd.com

Dan Williams
Install Date

Service Type

Apr 12, 2005 02:31 PM

Complete

Activation Code \ Installer Name

Allowed

Everdream Sales & Demo Company -
Freemont, CA
6591 Dumbarton Circle
Freemont, CA 94555
USA

Asset Number

Asset Type

System Status

Asset Function

Manufacturer

Computer Model

Operating System

OS Edition

OS Language

Location/Contact Info

Office

Contact Name

Phone

Email

Job Title

Everdream Control Center Internet

https://ecc.everdream.com - Everdream Control Center - Microsoft Internet Explorer

BIOS Serial Number

HP Mobile Printing

IE Version - 6.0.2900.2180

Insight Management Agent

Intel(R) PROSet for Wireless

InterVideo WinDVD

iTunes Version - 6.0.1.3

Java 2 Runtime Environment, SE v1.4.2

Java 2 Runtime Environment, SE v1.4.2_05

LiveUpdate 2.6 (Symantec Corporation)

26

27

Macromedia Shockwave Player

Microsoft .NET Framework 1.1

28

29

Microsoft .NET Framework 1.1 Hotfix (KB886903)30

Microsoft Office Live Meeting

Microsoft Office Live Meeting 2005

31

32

Microsoft Office Professional Edition 2003

Microsoft Office Project Professional 2003

33

34

Microsoft Office Visio Professional 2003

Microsoft Windows XP Professional Version - 5.1.2600

35

36

Motherboard Serial Number

Agent Version

Heartbeat Log

Parent Asset Number

Software Distribution

View Asset Details  |  Edit Asset Info  |

Installed Software

Service Info

HP Integrated Wireless LAN W400-W500 Driver

Remote Access
Remote Control (LAN-based)
Send Message
Set Auto Update Policy
Set Asset Entitlements
View Agent Actions
View Antivirus Log
View Asset Entitlements
View Auto Update History
View Change History
View Child Assets
View Inventory Change
View Message History
View Package History
View Raw Inventory Data
View Remote Access History
View Remote Control History (LAN-based)
View Software Usage
View Software Patch Information

Other Options

Other Options

Search FavoritesBack



Managing the Mobile/Remote Client |  Page 8
©2006 Summit Strategies, Inc. Unauthorized use or sharing of this document is strictly forbidden.

The vendor’s other main offering, called Uptime Services Suite, protects Win-
dows machines from viruses, spyware and security risks, distributes software 
patches and updates, and backs up the customer’s desktops and laptops to 
multiple data centers throughout the United States. From a central console, 
the customer can apply company-wide system and security policies that cover 
every user and machine, local or remote.

Customers can engage with Everdream through either of two subscription 
models. In one, the services are delivered on-demand by Everdream but man-
aged by the customer. In the other, Everdream or one of its managed service 
provider partners utilizes the Everdream software services to proactively moni-
tor license compliance, test and deploy patches, create and distribute software 
packages and help with data backup and restoration.

In both delivery models, Everdream provides a 24x7 help desk for customer sup-
port. A customer can call, email or chat from anywhere, at any time. As long as 
the machine has an Internet connection, the help desk can “see” it, diagnose the 
problem and remotely install or fi x software. This help desk service increases user 
uptime while reducing company support costs and boosting end-user satisfaction.

In addition to desktops and laptops, Everdream is expanding its device sup-
port to include personal productivity devices, point-of-sale devices, medical 

Figure 3 Agent-Based Solution

Everdream deploys a software agent to each managed machine. The 
agent collects data and relays it to the Everdream Management 
Platform. The agent then instructs the desktop to “pull” any services it 
may need (such as an antivirus update, operating system patch, 
application upgrade, etc.).

Source: Everdream Corp.
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devices, kiosks, remote scanners and sensors, and the like. Basically, if it runs 
software and has an Internet address, Everdream intends to provide manage-
ment support.

The benefi ts of Everdream’s offerings are both powerful and paradoxical. While 
CIOs sometimes fear that outsourcing will reduce their control, Everdream’s 
on-demand solution gives them greater control over security, performance, 
costs and compliance than they had without it. 

Section 3 Business Benefi ts for Customers and Partners

So far we have discussed the key operational functions of Everdream’s on-
demand solutions, but their business benefi ts also are compelling.

Typically, the small and medium-size businesses (SMBs) that are Everdream’s 
main focus cannot afford the time and effort required to closely manage their 
networked devices. Everdream provides device management robust enough for 
Fortune 100 companies, but at monthly subscription rates that SMBs can afford. 
Everdream says its solutions can save the customer an estimated $1,400 a year 
for each “typically managed” desktop or laptop, and up to $2,200 a year for each 
“unmanaged” machine. But reduced support costs are only part of the story.

In the SaaS model, the software is already up and running in the vendor’s data 
center. Customers don’t need to buy any additional hardware or hire additional 

Figure 4 Two Services Suites 

Everdream offers two on-demand services suites (one focused on 
compliance, the other on business uptime) in two delivery models 
(as software services and as managed services).

Source: Everdream Corp.
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IT personnel. And deployment times range from days to weeks, not months or 
years. Everdream says that a typical 2,500-seat implementation takes at most 
six weeks to deploy, and sometimes as little as two weeks. 

Rapid deployment means rapid time to value; SaaS solutions start delivering 
benefi ts almost immediately. Training is straightforward, and new desktops and 
notebooks can easily be brought under the Everdream management umbrella. 
Subscription fees are based on the number of desktops and laptops being 
managed, and so are stable and predictable.

Clearly, the opportunity to trade license, hardware and personnel costs for sub-
scription fees can be a major benefi t to the customer. More powerful but less 
obvious is that these savings can allow customers to shift resources to projects 
that provide strategic advantage, even as they gain greater control over their 
desktops and laptops.

Finally, an intangible but still important result is greater job satisfaction for IT 
personnel, who typically regard PC support as an unwelcome chore, and for 
end users, whose machines perform better and are more reliable and secure, 
and who can get help quickly when they need it.

Everdream’s on-demand SaaS model also creates an attractive value propo-
sition for potential partners, which Everdream has begun to court in a robust 
partner program. 

The partner program focuses initially on managed service providers (MSPs), 
most of which currently support desktop and laptop computers without remote 
management tools. Everdream’s solutions allow them to manage remote 
assets more effectively, with better results, and at a lower cost than before. 
The program includes a pre-packaged offering designed to help MSPs target 
prospects with 200 to 500 desktops and/or laptops. 

Over time, the program will target a wide range of potential partners, including 
volume distributors, value-added resellers, system integrators and managed 
service providers. 

At the most basic level, a partner can re-brand Everdream’s solution and 
offer it to its own customers. But because Everdream’s services are modular 
and based on Web Services standards, they can easily be branded with the 
partner’s logo, and their look and feel can be tailored to mesh with the part-
ner’s existing software. Modularity also provides fl exibility; a partner can offer 
any or all of Everdream’s capabilities à la carte and tailor them for specifi c 
markets and customers. The modular foundation also makes it easy to inte-
grate their offerings with Everdream’s core capabilities in order to add value, 
differentiate themselves from competitors and justify higher fees.

Section 4 Everdream SaaS Model Makes Businesses More Dynamic

The challenges of desktop and laptop management affect a wide spectrum 
of industries. Insurers must support far-fl ung networks of agents whose pro-
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ductivity depends on their desktop and notebook computers. Consultants are 
equally spread out, each equipped with a laptop containing sensitive corporate 
and customer data that must be protected against loss or theft. In the health 
care industry, desktop and laptop performance and security can affect quality 
of care, as well as workfl ow effi ciency. 

Each industry has unique issues, but the capabilities that Everdream pro-
vides—control and visibility—deliver benefi ts across the board. The vendor’s 
Internet-centric SaaS solutions provide a unifi ed view of all desktop and laptop 
assets, wherever they are located. They turn the management of remote desk-
tops and laptops from a hit-or-miss, often expensive solution into one that is 
secure, consistent and predictable in its monthly cost. SaaS solutions are quick 
to deploy, provide rapid time to value, reduce downtime, simplify legal and regu-
latory compliance, and allow customers to shift money and personnel from client 
support to initiatives that deliver strategic advantage. What company doesn’t 
have a list of projects it would like to undertake if only it had the resources?

The SaaS model doesn’t necessarily offer any functionality that a packaged 
application couldn’t also provide, but the delivery model makes all the differ-
ence. It provides rapid time to benefi t, lower costs that are also more predictable, 
and oversight and support regardless of where the customer’s desktops and 
laptops are located or what the expertise of their internal IT staff may be.

Everdream has earned industry recognition for its management capabilities and as 
a software-as-a-service leader. In 2005, Everdream won the Software & Informa-
tion Industry Association’s Codie Award for “Best Asset Management” software, 
beating competitors including Altiris, Computer Associates and Novell. 

Customers, even those initially skeptical about an outsourced management 
solution, say Everdream provides greater control over their desktops and lap-
tops, as well as improved management visibility and automated tracking of all 
Windows-based hardware and software assets. Instead of points of vulnerabil-
ity, their desktops and laptops have become strategic assets that help keep the 
business up and running. In addition to these benefi ts, they also report signifi cant 
reductions in total cost of ownership. Summit Strategies believes that companies 
which suspect they are spending too much for less-than-optimal management 
solutions should consider SaaS solutions such as those offered by Everdream.

Warren Wilson

wwilson@summitstrat.com

This white paper was sponsored by Everdream Corp.

Summit Strategies is a market strategy and consulting fi rm focused on helping IT vendors quickly identify and capitalize on disruptive industry
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